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Abstract  

           This study proposes a new robust blind video watermarking technique for copyright protection that 

combines the Fourier transform, entropy analysis, Hessenberg decomposition, and lifting wavelet 

transform (LWT). The host video is divided into frames, the RGB channel of each frame is then 

isolated, and the 2-level LWT is applied to the R channel. The FFT coefficients are divided into 4x4 

non-overlapping blocks after the FFT is applied to the high-frequency sub-band of the 2-level LWT. 

The watermark is then hidden in the first row and first column element of the upper Hessenberg matrix 

after each selected block has been subjected to Hessenberg decomposition. The proposed technique is 

extremely invisible with average PSNR=56.421 dB and resilient to attacks with average NC=0.954, as 

demonstrated by numerous simulated experiments. Comparisons with similar scheme show that the 

proposed watermarking scheme outperforms the others in terms of invisibility and robustness. 
 

Keywords: Fourier transform, entropy analysis, lifting wavelet transform, watermarking, Hessenberg 

decomposition. 

 

 

1. Introduction 

Multimedia data usage has extended, especially in recent years. Multimedia data transfer over 

computer networks, the internet, cloud services, and Internet of Things devices is one instance 

of multimedia usage. Because it offers more information than typical text-based data, 

multimedia data in the form of pictures and videos has grown in popularity recently. The 

development of inexpensive storage devices and quick communication equipment is another 

factor contributing to the rise in popularity of image and video usage. In communication, 

protecting multimedia data becomes crucial. Secret messages or confidential information are 

frequently included in multimedia data. Numerous methods, including secret sharing and 

digital watermarking, have been developed to protect multimedia data [1].  

A digital watermarking technique inserts a hidden, undetectable signal into a movie that 

prevents unauthorized users from identifying it. Encrypted watermarks are embedded into 

multimedia data, and the researcher performs the extraction process to verify the scheme's 
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correctness. Over the last decade, numerous watermarking algorithms have been proposed and 

categorized according to particular traits [2]. Generally, there are two areas in which video 

watermarking techniques work: frequency and spatial. By altering the pixels, a watermark is 

immediately placed in the spatial domain. This domain's methods are computationally simple. 

However, these schemes are not very resilient and are not very good at robustness. In contrast, 

frequency domain techniques are essentially effective in this area. The wavelet coefficients of 

the video frame are combined with the watermark in the frequency domain. The Fourier 

transform (FT) [3-5], Hadamard transform (HT) [6-8], chirp-z transform [9, 10], discrete 

cosine transform (DCT) [11-13], Hessenberg decomposition [14-16], LU decomposition [17-

19], Schur decomposition [20-22], discrete wavelet transform (DWT) [23-25], and singular 

value decomposition (SVD) [26-28] are a few of the widely used frequency domain 

techniques. High payload capacity, imperceptibility, robustness, and increased security are 

achieved by this domain technique. Furthermore, compared to spatial domain methods, this 

domain method is computationally costly [29]. 

A video watermarking method based on the discrete wavelet transform and conventional SVD 

was presented in the paper [1]. The normalized correlation (NC) value of the extracted 

watermark under attacks was less than 0.995, and the calculated peak signal-to-noise ratio 

(PSNR) values for the watermarked videos were less than 40 dB. The study [2] presented a 

secure video watermarking method that combines graph based transform (GBT), singular 

valued decomposition (SVD), and hyperchaotic encryption to solve data quality loss. The 

normalized correlation (NC) value of the recovered watermark was 0.999, and the estimated 

peak signal-to-noise ratio (PSNR) values for the watermarked video range were less than 37 

dB. The paper [29] introduced IGSA-HT (intelligent gravitational search algorithm and 

hessenberg transform in linear wavelet transform), an ideal keyframe selection-based lossless 

video watermarking method. The normalized correlation (NC) value of the extracted 

watermark under attacks was 0.999, while the computed peak signal-to-noise ratio (PSNR) 

values for the watermarked video range were less than 48.97 dB. The study [13] used a three-

dimensional discrete cosine transform (3D-DCT) technique to provide a secure video 

watermarking system that was extremely resistant to collusion attempts. The average 

normalized correlation (NC) value of the extracted watermark during image processing and 

rotation attacks was less than 0.840, and the computed peak signal-to-noise ratio (PSNR) 

values for the watermarked video range were less than 42.1 dB. 

Thus, the three main contributions of the paper are (1) a new proposed video-watermarking 

technique using lifting discrete transform in combination with fast Fourier transform and 

Hessenberg transform, to obtain a good performance in terms of invisibility and robustness, 

(2) the use of entropy analysis to obtain an optimal scaling factor to achieve a balance between 

imperceptibility and robustness, and (3) the use of a pseudo-random sequence to improve 
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scheme security. 

The order of the remaining paper is as follows: The next section contains the preliminary steps 

for the presented method. The presented method is explained in the third section, and the 

experimental results and discussion are shown in the fourth section. The conclusion is finally 

drawn in the final section. 

 

2. Preliminaries 

2.1 Lifting Wavelet Transform 

Wavelets are tiny waveforms that are used to efficiently and rapidly decorrelate data.  Due to 

its quicker and more effective implementation than the conventional wavelet transform, LWT 

has emerged as a potent tool for image analysis. In the domains of image compression, 

watermarking, feature extraction, pattern recognition, and image de-noising, it performs better 

than standard wavelets. The lifting-based wavelet transformations solve the drawbacks of 

conventional wavelets by saving time and having a superior frequency localization 

characteristic. Designing a new wavelet with improved features based on a basic wavelet is 

the fundamental concept of lifting wavelets [30, 31].  

Sweldens divided the wavelet transformation lifting method into three main phases: Split, 

Predict, and Update. Data is divided into odd and even sets during the split phase. In the predict 

stage, an odd set is anticipated using an even set. In the high pass, polynomial cancellation is 

guaranteed by the predict phase. Wavelet coefficients will be used in the update phase to 

compute the scaling function and modernize the even set. 

Split, separates the original signal 𝑥[𝑛] into even and odd samples that do not overlap, where 

𝑥𝑒[𝑛] for even samples and 𝑥𝑜[𝑛] for odd samples. 

𝑥𝑒[𝑛] = 𝑥[2𝑛] , 𝑥𝑜[𝑛] = 𝑥[2𝑛 + 1]         (1) 

Predict, whether there is a correlation between even and odd samples, as one may predict the 

other. 𝑥𝑒[𝑛] samples are employed to forecast 𝑥𝑜[𝑛], which are defined as follows: 

𝑑[𝑛] =  𝑥𝑜[𝑛] − 𝑃(𝑥𝑒[𝑛])         (2) 

where 𝑃(. ) is the predictor operator and 𝑑[𝑛] is the difference between the actual sample and 

its predicted value, which is specified as a high-frequency component. 

Update, the even samples are updated by using the update operator 𝑈(. ) and the detail signal 

𝑑[𝑛]. The low-frequency components 𝑙[𝑛], which depict the initial signal's approximate form, 

are then ascertained as follows: 
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𝑙[𝑛] =  𝑥𝑒[𝑛] + 𝑈(𝑑[𝑛])         (3) 

2.2 Fast Fourier Transform (FFT) 

The FFT is a computational technique that enables signal analysis, including filter modeling 

and power spectral analysis, through digital computers. FFT is a very effective method for 

calculating the DFT of a time series. It utilizes the ability to calculate the DFT's coefficients 

iteratively, which saves a significant amount of computation time. In addition to cutting down 

on computing time, the FFT significantly lowers the round-off errors that come with these 

calculations. The FFT is a sophisticated computer method that generates the DFT coefficients 

by successively combining progressively bigger weighted sums of input samples [32]. 

2.3 Hessenberg Decomposition 

Hessenberg Decomposition [33] is the process of factorizing a generic matrix A using 

transformations of orthogonal similarity into the form: 

𝐴 = 𝑄𝐻𝑄𝑇           (4) 

It means that ℎ𝑖 𝑗 = 0 whenever 𝑖 > 𝑗 + 1, that is, when H is an upper Hessenberg matrix, and 

Q is an orthogonal matrix. Householder matrices are commonly used in the computation of 

Hessenberg decomposition [34]. The orthogonal matrices of this type constitute the 

householder matrix (P). 

𝑃 =  𝐼𝑛 − 2𝑢𝑢𝑇 𝑢𝑇𝑢⁄            (5) 

where In is the n × n identity matrix and u is a non-zero vector in Rn. The capacity to add zeros 

is the primary justification for adopting these matrices. When A is of size n × n, the entire 

process consists of n − 2 steps, further demonstrating the ability to introduce zeros. 

𝐻 = 𝑄𝑇𝐴𝑄 →  𝐴 = 𝑄𝐻𝑄𝑇           (6) 

where H = An−2 and Q = P1 P2 ... Pn−3 Pn−2. 

2.3 Entropy Analysis  

The degree of unpredictability in the image is measured using the entropy. Entropy lists the 

image's information content. It characterizes the degree of uncertainty or unpredictability 

present in an image. An image's quality increases with the amount of information it contains. 

Entropy, often known as Shannon's entropy or entropy of information, quantifies the degree 

of uncertainty associated with a source of information in the field of information theory [35].  

The formula for Shannon's entropy is: 

 𝐸(𝑥) = − ∑ 𝑝(𝑥) log 𝑝(𝑥)          (7) 

In this case, p(x) represents the potential that ‘x’ will appear in picture E(x). 

Discrete entropy in image processing refers to the quantity of bits needed to encode picture 

data. The image will be more detailed if the entropy value is higher. 
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3. Proposed Method 

The two steps of the presented video watermarking technique are watermark embedding, as 

given in Figure 1, and watermark extraction, as given in Figure 2. The two steps can be 

expressed as follows: 

3.1 Watermark Embedding Step 

Step Em1: The color video is separated into individual frames. 

Step Em2: With 𝑁 = 1024 and S (number of frames) = 5, a frame 𝐹1..s of size 𝑁×𝑁 is split into 

red, green, and blue channels. 

Step Em3: The high-frequency subband of the 2-level is chosen after the 2-level LWT is 

applied to the red channel. 

Step Em4: The 2-level LWT's high-frequency subband is subjected to FFT.  

Step Em5: FFT coefficients are separated to produce 4×4 non-overlapping blocks, totaling 

642. 

Step Em6: To get the average of entropy blocks as a scaling factor α, the entropy of each block 

is computed. 

Step Em7: The randperm-function is used to construct pseudo-random sequences with 2-

random values based on keys 1 and 2. 

Step Em8: Depending on the pseudo-random sequences, the chosen 4×4 blocks are performed 

by Hessenberg decomposition. 

Step Em9: Adjust the magnitudes 𝑀1 and 𝑀2 using the binary watermark data 𝑤 

𝑖𝑓 𝑤(𝑖, 𝑗) = 1, {
𝑀1 = 0.25𝛼

𝑀2 = −0.50𝛼
       (8) 

𝑖𝑓 𝑤(𝑖, 𝑗) = 0, {
𝑀1 = −0.25𝛼
𝑀2 = 0.50𝛼

       (9) 

where α is the scaling factor and (1≤𝑖,  𝑗≤N). 

Step Em10:  The changed magnitudes M1 and M2 are used to calculate the possible quantization 

outcomes T1 and T2. 

𝑇1 = 2𝑘𝛼 +  𝑀1                     (10) 

𝑇2 = 2𝑘𝛼 +  𝑀2                  (11) 

where 𝑘=𝑓𝑙𝑜𝑜𝑟(𝑐𝑒𝑖𝑙(ℎ1,1/𝛼)/2), 𝑓𝑙𝑜𝑜𝑟(.) indicates the least nearest integer and 

𝑐𝑒𝑖𝑙(.) indicates as the largest nearest integer. 

Step Em11:  The first-column, first-row component h1,1 of the upper Hessenberg 

decomposition matrix H is chosen as follows to embed the binary watermark: 

ℎ1,1
′ = {

𝑇2 𝑖𝑓 𝑎𝑏𝑠(ℎ1,1 −  𝑇2) < 𝑎𝑏𝑠 (ℎ1,1 − 𝑇1)

𝑇1 𝑒𝑙𝑠𝑒                                                             
             (12) 

where 𝑎𝑏𝑠(.) denotes the absolute value. 
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Step Em12:  To obtain the A’ watermarked block, replace h1,1 with h’
1,1 and then use the inverse 

Hessenberg decomposition. 

𝐴′ = 𝑄𝐻′𝑄𝑇                               (13) 

Step Em13:  To embed watermark bits, steps Em8–Em12 are repeated. 

Step Em14:  Merge watermarked blocks. 

Step Em15:  The modified high-frequency subband is obtained by applying the inverse FFT to 

merged watermarked blocks. 

Step Em16:  For obtaining the watermarked red channel, apply the inverse of the 2-level LWT 

using the modified high-frequency subband. 

Step Em17:  To obtain the watermarked frame, the channels of watermarked R, G, and B are 

reconstructed. 

Step Em18:  To embed watermark data in every frame, repeat steps Em2–Em17. 

Step Em19:  The watermarked color video is obtained by reconstructing all frames 

collectively. 

 

 
Figure 1: The method diagram for watermark embedding 
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3.2 Watermark Extraction Step 

Step Ex1: The watermarked color video is separated into individual frames. 

Step Ex2: With 𝑁 = 1024 and S = number of frames, a watermarked frame 𝐹’
1.. s of size 𝑁×𝑁 

is split into red, green, and blue channels. 

Step Ex3: The high-frequency subband of the 2-level is chosen after the 2-level LWT is 

applied to the red channel of the watermarked frame. 

Step Ex4: The 2-level LWT's high-frequency subband is subjected to FFT.  

Step Ex5: FFT coefficients are separated to produce 4×4 non-overlapping blocks, totaling 642. 

Step Ex6: To get the average of entropy blocks as a scaling factor α, the entropy of each block 

is computed. 

Step Ex7: The randperm-function is used to construct pseudo-random sequences with 2-

random values based on keys 1 and 2. 

Step Ex8: Depending on the pseudo-random sequences, the chosen 4×4 blocks are performed 

by Hessenberg decomposition. 

Step Ex9: Using the first-row, first-column component h’
1,1 of the upper Hessenberg 

decomposition matrix H, for extracting the binary watermark information as 

follows: 

𝑤𝑖,𝑗
′ = 𝑚𝑜𝑑 ( 𝑐𝑒𝑖𝑙 (

ℎ1,1
′

𝛼
) , 2)                (14) 

where (1≤𝑖, 𝑗≤N) and 𝑚𝑜𝑑(.) indicates the modulo operation. 

Step Ex10: To extract the watermark bits, steps Ex8–Ex9 are repeated. 

 
Figure 2: The method diagram for watermark extraction 
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4. Experimental Results and Discussion 

Robustness and imperceptibility tests are used to evaluate the effectiveness of the suggested 

approach. Two objective measures (PSNR and NC) are used in this experiment to assess the 

performance of the presented scheme by simply judging the presence of the watermark in the 

host video. Common test color videos are subjected to the suggested color video watermarking 

approach. As seen in Figure 3, five test color videos [36] referred to as "Akiyo," "Foreman," 

"News," "Suzie," and "Tennis" are used. Figure 4 displays the three watermarks of size 64×64 

used in this scheme. 

The PSNR value is obtained using the following formula [37]: 

𝑃𝑆𝑁𝑅 = 10 log
𝑁1× 𝑁2 × 𝑀 × 2552

∑ ∑ ∑ [𝐼(𝑥,𝑦,𝑗)−𝐼∗(𝑥,𝑦,𝑗)]2𝑀
𝑗=1

𝑁2
𝑦=1

𝑁1
𝑥=1

𝑑𝐵               (15) 

where M is the number of image channels, N1 and N2 are the number of rows and columns of 

the host image, 𝐼(𝑥, 𝑦, 𝑗) is the pixel value of the channel j of the host image at the (𝑥, 𝑦) 

location, and 𝐼∗(𝑥, 𝑦, 𝑗) is the pixel value of the channel j of the watermarked image at the 

(𝑥, 𝑦) location. 

The NC value is obtained using the following formula [13]: 

𝑁𝐶 =  
∑ ∑ 𝑊𝑥𝑦𝑊′

𝑥𝑦
𝐼𝑤−1
𝑦=0

𝐼𝐻−1
𝑥=0

∑ ∑ (𝑊𝑥𝑦)2𝐼𝑤−1
𝑦=0

𝐼𝐻−1
𝑥=0

                      (16) 

Where 𝑊′
𝑥𝑦 is the extracted watermark pixel value in coordinates x, y, and 𝑊𝑥𝑦 is the original 

watermark's pixel value in coordinates x, y. 

To demonstrate the efficacy of the presented video watermarking scheme in terms of 

imperceptibility and resilience to attacks, several experiments are conducted.  

The following is an explanation of these attacks: 

Blurring: The watermarked frames are given a blurring value of 0.5. 

Cropping: The top 10% of the collection's watermarked frames are eliminated. 

Median filter: The median filter is used to watermarked frames with a 3 × 3 window size. 

Gamma correction: A 1.0 gamma adjustment is applied to the watermarked frames. 

JPEG 2000 compression: watermarked frames are created using JPEG 2000 compression with 

a 1 compression ratio. 

Salt & pepper noise: The watermarked frames are given a salt & pepper noise value of 0.001. 

Scaling: The watermarked frames are enlarged five times. 

Sharpening: The watermarked frames are sharpened using a 0.5 quantity value. 

Poisson noise: The watermarked frames are subjected to Poisson noise. 
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Figure 3: The host videos a) Akiyo b) Foreman c) News d) Suzie e) Tennis 

 

 

 
Figure 4: The watermark images 

 

 

Table 1: The average PSNR values under no attacks 

Host video Watermark1 Watermark2 Watermark3 

Akiyo 62.590 62.591 62.590 

Foreman 54.911 54.911 54.912 

News 55.562 55.567 55.559 

Suzie 62.802 62.797 62.795 

Tennis 46.243 46.244 46.248 

Table 2: The average NC values under no attacks 

Host video Watermark1 Watermark2 Watermark3 

Akiyo 1.000 1.000 1.000 

Foreman 1.000 1.000 1.000 

News 1.000 1.000 1.000 

Suzie 1.000 1.000 1.000 

Tennis 1.000 0.306 1.000 
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Figure 5: The watermarked frame and extracted watermark1 under no attack 

Each frame's PSNR and NC values are determined separately, and the average of these two 

parameters is then determined for all video frames. Table 1 and Table 2 summarize the average 

values of PSNR and NC of the presented method under no attack. As shown in these tables, 

the quality of the presented watermarked video method is better in terms of invisibility 

(average PSNR=56.421 dB) and robustness (average NC=0.954). 

 
Figure 6: The watermarked frame and extracted watermark2 under no attack 

 
Figure 7: The watermarked frame and extracted watermark3 under no attack 
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A collection of watermarked video frames and extracted images under no attacks in visual 

observations is shown in Figures 5 to 7. Tables 3 to 5 represent the average results of 

robustness after applying various attacks. In visual observations, the figures 8, 10, and 12 

illustrate the watermarked video frame (News) after applying several attacks, while figures 9, 

11, and 13 illustrate the extracted watermark images after performing various attacks. As seen 

in these figures, the watermarked video frames are similar to the host video frames, and the 

extracted watermark images are similar to the original watermark images. The presented 

watermarking technique performs better in terms of both invisibility and robustness to 

common attacks, as shown in these tables and figures. 

Table 3: The average NC values of watermark1 under various attacks 

Attack Akiyo Foreman News Suzie Tennis 

Blurring 0.992 0.998 0.997 0.993 0.996 

Cropping 0.901 0.901 0.901 0.901 0.901 

Median filter 0.983 0.966 0.979 0.967 0.937 

Gamma correction 1.000 1.000 1.000 1.000 1.000 

JPEG 2000 0.285 0.998 0.999 0.320 1.000 

Salt & pepper noise 0.978 0.981 0.981 0.982 0.985 

Scaling 1.000 1.000 1.000 1.000 1.000 

Sharpening 0.996 1.000 1.000 0.999 1.000 

Poisson noise 1.000 1.000 1.000 1.000 1.000 

Table 4: The average NC values of watermark2 under various attacks 

Attack Akiyo Foreman News Suzie Tennis 

Blurring 0.985 0.997 0.997 0.987 0.997 

Cropping 0.933 0.933 0.933 0.933 0.253 

Median filter 0.982 0.958 0.974 0.957 0.915 

Gamma correction 1.000 1.000 1.000 1.000 0.306 

JPEG 2000 0.242 0.999 0.999 0.289 1.000 

Salt & pepper noise 0.977 0.979 0.977 0.965 0.968 

Scaling 1.000 1.000 1.000 1.000 1.000 

Sharpening 0.992 1.000 0.999 0.999 1.000 

Poisson noise 1.000 1.000 1.000 1.000 0.444 
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Table 5: The average NC values of watermark3 under various attacks 

Attack Akiyo Foreman News Suzie Tennis 

Blurring 0.988 0.999 0.998 0.993 0.996 

Cropping 0.957 0.857 0.857 0.857 0.857 

Median filter 0.982 0.956 0.977 0.963 0.931 

Gamma correction 1.000 1.000 1.000 1.000 1.000 

JPEG 2000 0.233 0.998 0.998 0.281 1.000 

Salt & pepper noise 0.984 0.988 0.988 0.984 0.993 

Scaling 1.000 1.000 1.000 1.000 1.000 

Sharpening 0.993 1.000 0.999 0.999 1.000 

Poisson noise 1.000 1.000 1.000 1.000 1.000 

 

 

 
Figure 8: The watermarked News frame with watermark1 under various attacks 
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Figure 9: The extracted watermark1 of the News frame under various attacks 

 
Figure 10: The watermarked News frame with watermark2 under various attacks 
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Figure 11: The extracted watermark2 of the News frame under various attacks 

 
Figure 12: The watermarked News frame with watermark3 under various attacks 
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Figure 13: The extracted watermark3 of the News frame under various attacks 

For further investigation, Table 6 tabulates the evaluation parameters of the comparison 

between the presented method and the existing method [13] that made use of the same videos 

and the same watermark image (watermark1). As seen in the table, the presented method 

provides better results in terms of both invisibility and robustness than the existing method. 

Table 6: The comparative PSNR and NC results between the proposed method of watermark1 and the existing 

method 

Host video Method PSNR 

NC 

Poisson noise 
Median filter 

(3*3) 

Salt & pepper 

noise (0.01) 

Akiyo 

Keyvanpour et al. 

[13] 
41.400 0.728 0.839 0.717 

Proposed 62.590 1.000 0.983 0.849 

Foreman 

Keyvanpour et al. 

[13] 
40.600 0.710 0.801 0.650 

Proposed 54.911 1.000 0.966 0.878 

News 

Keyvanpour et al. 

[13] 
42.100 0.719 0.820 0.687 

Proposed 55.562 1.000 0.979 0.886 
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5. Conclusion 

In this work, a new blind robust watermarking video technique based on the Fourier transform, 

lifting wavelet transform, Hessenberg decomposition, and entropy analysis is presented. In 

this scheme, different standard colour videos are utilized to hide different watermarks in order 

to analyze the effect of different watermarks on different original colour videos. Various 

digital watermarking attacks are applied including adding noise, filtering, Gamma correction, 

scaling, cropping, sharpening, blurring, and JPEG 2000 compression attacks. The presented 

watermarking technique has a good performance in terms of invisibility and robustness to 

common attacks with average of peak signal to noise ratio (PSNR) value with no attack > 56 

dB, and normalize cross-correlation (NC) value with no attack = 0.954. The pseudo-random 

sequence improves the security of the presented scheme. Furthermore, the scaling factor 

makes the proposed scheme more robust. The proposed method offers superior robustness and 

invisibility compared to the existing method. The future work can be carried out from the 

proposed digital watermarking scheme that a colour video digital watermarking scheme 

should be improved to hide colour image watermark in order to achieve high capacity. 
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